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Detection of known illegal images

Database with 
illegal images

Is this image in the 
database?

- Huge database
- Illegal/private images in clear
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Detection of known illegal images

Database with 
hash values of 
illegal images

Is this hash value in 
the database?

- Smaller database
- Privacy preserving

h

h(tiger)
h(CSAM)

* h is a cryptographic hash function (create an unique digital fingerprint of an image)

*

h(tiger)

h(CSAM)

h(CSAM)

h(CSAM)
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Problem for images

• No longer detected by cryptographic hash functions

• Not visible to the human observer

1, 1, 0 , 1 , 1 , 0 , 0, 0, 1, 1, 0, 1, 1, 0, 0, 1, 1, 1

h

1, 0, 1 , 0 , 0 , 0 , 1, 1, 1, 0, 0, 0, 0, 1, 0, 1, 0, 0

h

Small change to the image           completely different hash value
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Solution: perceptual hash function

Hash function for which perceptually similar content gives the same 
result (or a similar result)

• Color consistency (e.g., brightness)

• Structural similarity (e.g., rotation)

• Content preservation (e.g., compression)

• Noise robustness h

1,1,…,1,11,1,…,0,1

h



=


When the distance between the hash values 
of two images is lower than a chosen
threshold 𝜏, the images are considered similar
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Copyright violation CSAM detection
(Child Sexual Abuse Material)

• Meta removes millions of 
copyright-violating items annually

• Image copyright infringement is 
massive and structural 

• Most infringements are 
non-malicious and unintentional 

• Enforcement data runs into billions of 
incidents per year

• Automated detection dominates 
enforcement
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PhotoDNA Deployment

• 2009: PhotoDNA is a proprietary function designed by Prof. Farid and Microsoft

• 2014: Wildely deployed by NCMEC and law enforcement for CSAM detection

• Currently used by more than 1900 service providers

• Billions of images scanned per day (Instagram, Google, Meta, Microsoft, TikTok etc.)

• NCMEC: PhotoDNA has a false positive rate of less than 1 in 1 trillion (or 

10/50* billion?) and a false negative rate of less than 2%

*European Commission, Report from the Commission to the European Parliament and the Council on the 

implementation of Regulation (EU) 2021/1232 (COM(2023) 797 final, 19 December 2023).
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Meta Ireland 2025 transparency report to EU
https://transparency.meta.com/sr/eu-csam-derogation-report-2025/
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Attacks on PhotoDNA

• 2021: Executable leaked on GitHub

• 2022-2025: Several black-box attacks (using ML)

• 2025 - our results:

• Identified the complete description “Alleged PhotoDNA” 

(verified on 50K examples)

• Confirmed by Microsoft

• New attacks and substantial improvement of previous attacks: faster, 
closer distance, less noisy
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PhotoDNA: description



Preprocessing

Dimension check 
(50x50)

Sum color values
Summation per 

square



Area-summed table
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PhotoDNA: description

Dimension check 
(50x50)

Sum color values
Summation per 

square

26x26 feature grid 
capturing brightness 

and texture
weighting of 3 

rectangles



Feature Grid Computation
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𝐹 𝑢, 𝑣 = 𝑤1𝑅1 + 𝑤2𝑅2 + 𝑤3𝑅3

𝑅1 Fine local details
𝑅2 Medium-scale structures
𝑅3 Broder visual context
𝑤𝑖 approx.  Gaussian bloor (constant)



PhotoDNA: description

Dimension check 
(50x50)

Sum color values
Summation per 

square

26x26 feature grid 
capturing brightness 

and texture
weighting of 3 

rectangles

6x6 grid of 4 
gradients

(144 bytes)



Gradiant Grid Computation
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PhotoDNA: description

Dimension check 
(50x50)

Sum color values
Summation per 

square

26x26 feature grid 
capturing brightness 

and texture
weighting of 3 

rectangles

6x6 grid of 4 
gradients

(144 bytes)

144 bytes or 
1152 bits



PhotoDNA: properties

Strengths: robust against minor 
image modifications

• resolution change (initial scaling)

• small shifts of features (splatting)

• brightness and contrast (gradient 
+ normalization)

Weaknesses

• Lack of cropping procedure

• Sparse sampling (pixels do not have the 
same influence)

• Almost differentiable and piecewise 
linear

• differentiable until last truncation (use 
straight-through estimator)

• piecewise linear without normalization 
step (use raw hash values)

• Gradient-based optimization

Slide credit: Maxime Deryck



Perceptual Hash Functions Attacks

?

h

h(x)

Preimage

?

h

h(x)

?

h

h(x’)

Collision



?

h

h(x)

?

h

h(x’)

2nd Preimage



?

h

h(x)

?

h

h(x’)

Detection Avoidance
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Preimage attack: information leakage

• Gradient descent on L1
(hash) loss

• Sensitive to starting image: 
restarts needed

• 99.5% success rate

• Remaining 5 images 
succeeded after manually 
adjusting learning rate

• 88.0% success after first 
(re)start

• Mean time: 11.2 s for one 
restart (max. 2357 iterations)
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Preimage Attack

Initialise 
random 
image

Gradient 
descent

Clamp to 
keep valid 

pixels 

Hash and 
compare

𝑑(ℎ𝑡 ,ℋ(𝐼)) ≤ 𝜏

𝐼 Target image

ℋ(𝐼) Target hash value

Good?

Output and verify 
similarity

Failed?

Repeat!

𝑥𝑘+1 = 𝑥𝑘 − 𝜂∇ℒ 𝑥𝑚,𝑘 = clamp(𝑥𝑘 , 0,1)

𝜂 ∈ ℝ⁺    : Learning rate (step size)

∇ℒ(𝑥𝑘)    : Gradient of ℒ at 𝑥𝑘

ℒ : Loss function to minimize

𝑥𝑘 Vector representing 𝐼
𝑥𝑚,𝑘 Candidate vector at iteration 𝑘

𝑑(ℎ𝑚,𝑘 ,ℋ 𝐼 )

≤ 𝜏 ?



Exact Collision attack

• Gradient descent on composite loss with 
focus on hash collision

• 100% success rate

• Fast convergence (mean: 4159 iterations)

• Mean time: 215.14 s (97.29 - 420.69 s)

• Can be improved 
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Collision Attack
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𝑑(∙) Distance measure

ℋ(𝐼′) Hash value of target image 𝐼′

𝜏 Threshold

ℋ(𝐼) Hash value of target image 𝐼

Choose 2 
target images

Initialise 
perturbations

Gradient 
descent

Hash and 
compare Good?

Output and verify 
similarity

Failed?

Repeat!

𝛿0, 𝛿0
′ = 0
𝜆
μ

ℒhash

ℒvisual

ℒpixel

𝑑(ℋ(𝐼),ℋ(𝐼′)) ≤ 𝜏

ℒ = ℒhash (ℎ𝑥 , ℎ𝑥
′ ) + 𝜆ℒvisual(𝑥, 𝑥

′) + 𝜇ℒpixe𝑙(𝑥, 𝑥
′)

Make 𝐼′'s hash match 𝐼's hash

Keep 𝐼′ looking like 𝐼

Keep the perturbation small

𝑥𝑘+1 = 𝑥𝑘 + 𝛿𝑘

𝑥′𝑘+1 = 𝑥′𝑘 + 𝛿′𝑘



2nd preimage attack

• Gradient descent on 
composite loss with 
focus on hash collision

• Exact collision: 98.6% 
success rate; mean 
time 150 sec

• Near-collision: 99.7% 
success rate; mean 
time 118 sec
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Second Preimage Attack
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𝑑(∙) Distance measure

ℋ(𝐼′) Hash value of target image

𝜏 Threshold

ℋ(𝐼) Hash value of existing image

Choose 
target image

Initialise 
perturbation

Gradient 
descent

Hash and 
compare Good?

Output and verify 
similarity

Failed?

Repeat!

𝛿 = 0

ℒhash

ℒvisual

ℒpixel

𝑑(ℋ(𝐼),ℋ(𝐼′)) ≤ 𝜏

Make 𝐼′'s hash match 𝐼's hash

Keep 𝐼′ looking like the target image

Keep the perturbation small

𝐼′ = 𝐼 + 𝛿

ℒ = ℒhash + 𝜆ℒvisual + 𝜇ℒpixe𝑙



Detection avoidance

• Global vs. localized changes

• 100% vs. 96.4% success rate
• 2nd run with different orthogonal 

vector: 100% success rate

• Mean time: 9.94 vs. 78.48 s

Slide credit: Bart Preneel & Maxime Deryck
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Detection Avoidance
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𝑑(∙) Distance measure

ℋ(𝐼′) Hash value of modified image

𝜏 Threshold

ℋ(𝐼) Hash value of target image

Choose 
target image

Initialise 
perturbation

Gradient 
descent

Hash and 
compare Good?

Output and verify 
similarity

Failed?

Repeat!

𝛿 = 0

𝑑(ℋ(𝐼),ℋ(𝐼′)) > 𝜏

𝐼′ = 𝐼 + 𝛿

ℒ(𝛿𝑘) = 𝛿𝑘
𝑇𝛿𝑘 𝜆𝑣𝑘

𝑇𝐽𝑘𝛿𝑘−

Visual distortion
penalty

Hash movement
reward

𝑥𝑘+1 = 𝑥𝑘 + 𝛿𝑘



Status: https://pseudodna.eu/

• PhotoDNA does not achieve its design goals:

• 1 in 50 billion false positives

• 1% false negatives

• irreversibility

• M. Deryck, D. Leblanc-Albarel, B. Preneel, White-
Box Attacks on PhotoDNA Perceptual Hash 
Function, IACR eprint 2026/486 – under review

Slide credit: Bart Preneel
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Bonus results: White-box attacks on PDQ

• 2019: https://github.com/facebook/ThreatExchange/tree/main/pdq

• Normalization step: processes the luminance data

• Downsample to 64x64: two-pass Jarosz filter

• Compute sum of absolute values of horizontal and vertical gradients

• Apply 16x16 DCT (Discrete Cosine Transform)

• Threshold for 256 DCT values results in 0 or 1



White-box attacks on PDQ

S. Jain, A.-M. Cretu, Y.-Al. de Montjoye. Adversarial detection avoidance attacks: Evaluating the robustness of perceptual hashing-based client-
side scanning. USENIX Security Symposium, 2022

J. Prokos, N. Fendley, M. Green, R. Schuster, E. Tromer, T.M. Jois, Y. Cao: Squint Hard Enough: Attacking Perceptual Hashing with Adversarial 
Machine Learning. USENIX Security Symposium 2023: 211-228

Y. Zhang, Y. Sun, S. Qi, Z. Hua, W. Wen, Y. Fang: ATKSCOPES: Multiresolution Adversarial Perturbation as a Unified Attack on Perceptual Hashing 
and Beyond, Usenix Security Symposium, 2025

• Hamming distance (threshold 90 out of 256)

• Earlier attacks known (require about 3 hours for a second preimage on 72-core 
Intel Xeon CPU E5-2695 v4 without a dedicated GPU)

• Earlier attacks used unrealist thresholds for some attacks

• Substantial improvement: new attacks, faster, closer distance, less noisy



Detection avoidance

Slide credit: Madhav Verma



Near-collision

Slide credit: Madhav Verma



Exact collision

Slide credit: Madhav Verma



Second preimage

Slide credit: Madhav Verma



Preimages in < 1 second

Slide credit: Madhav Verma



CSAM Detection in Europe

• 2009: ePrivacy directive scan of private communication not allowed

• 2014: Massive deployement of PhotoDNA for CSAM detection

• 2021 ChatControl 1.0: Exeption to ePrivacy directive for CSAM detection
volountary scan of private communication (performed e.g., by Instagram, 
Facebook, Gmail, Discord etc.) PhotoDNA

• ChatControl 2.0: Mandatory detection of CSAM in private communication?
• Regurlarly changed and updated

• Up to date : Still in discussion with instable version

• 26 March 2026: Vote on the end of the ePrivacy regulation exeption
(ChatControl 1.0) the 3rd of April 
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Victory?
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And now?

Contact/Webpage

diane.leblanc-albarel@esat.kuleuven.be

https://dianeleblancalbarel.github.io/

- Vie privée ou sécurité : jusqu’où faut-il aller ? (AOC média)

- La Commission européenne s’entête à vouloir espionner nos téléphones 
(Le Canard enchainé)

- Journal 12H30, 3 Avril 2026 (France Culture)

• Security by obscurity has failed

• Client-side scanning require publicly known function and database

• Perceptual hash functions not ready for prime-time

Talk to policymakers! Sign open letters!

mailto:diane.leblanc-albarel@esat.kuleuven.be
mailto:diane.leblanc-albarel@esat.kuleuven.be
mailto:diane.leblanc-albarel@esat.kuleuven.be
https://dianeleblancalbarel.github.io/
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